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1. Experimental platform configuration

1.1 Components to be installed

• Visual Studio 2017 (installation required for both the Experience and full versions)

• Configure the C++ compiler for MATLAB (both the experience and full versions need 

to be installed)

• Matlab 2023a* (Advanced Full version installation)

Here is how to install Visual Studio 2017 (requires networking) :

In this platform, the installation package of Visual Studio 2017 has been placed
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1. Experimental platform configuration

1.2 How to install Visual Studio 2017

• First, we can open the location of platform installation, find *:\PX4PSP\ RflySimAPIs 

here, where are placed some routines in the platform and the installation package of 

the software

• After that, we can open the content of chapter 4 and find the basic version of the 

routine, 4.rflysimmodel \1.BasicExps, where we can find the folder named 

VS2017Installer, which is the installation package of Visual Studio 2017.

4

The online installation steps (Internet required) 

are as follows: double-click PX4PSP\

RflySimAPIs 

\4.RflySimModel\1.BasicExps\VS2017Installer\vs

_community2017.exe



1. Experimental platform configuration

1.2 How to install Visual Studio 2017

• Install Visual Studio 2017 (you can 
also use other versions, MATLAB 
can recognize it).

• The Visual Studio compiler is 
needed in many places in the 
following courses, such as the use of 
MATLAB S-Function Builder 
module, and the automatic 
generation of C/C++ model code in 
Simulink

• For this course, just check "C++ 
desktop development" in the right 
picture.
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1. Experimental platform configuration

1.2 How to install Visual Studio 2017

• Note: VS2019 can also be installed on the advanced version of 

MATLAB, but MATLAB can only recognize the version of Visual 

Studio that is lower than its own, so MATLAB 2017b has no way to 

recognize VS2019.

• Note: Please do not change the default installation directory of VS 

(for example, to disk D), which will cause MATLAB to fail to 

recognize.

• Cannot use the Mingw compiler, requires VS
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1. Experimental platform configuration

• 1.3 Configure the 
C++ compiler for 
MATLAB

• Enter the instruction "mex-
setup" in the command line 
window of MATLAB
• In general, the VS 2017 compiler is 
automatically identified and 
installed, as shown in the image on 
the right, "MEX configuration uses' 
Microsoft Visual C++ 2017 'for 
compilation" indicates that the 
installation is correct

• If there are other compilers, 
this page can also be toggled 
to select another compiler 
such as VS 2013/2015
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1. Experimental platform configuration

• 1.4 Installation method of 

Matlab 2023a

• MATLAB installation 

package download path:

• https://ww2.mathworks.cn/pr

oducts/matlab.html
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https://ww2.mathworks.cn/products/matlab.html
https://ww2.mathworks.cn/products/matlab.html
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2. Key interface introduction 

2.0 Basic experiment overview

Includes the basic function

al interface "RflySimAPIs /7.Rfl

ySimPHM/0.ApiExps" and the 

basic routine "RflySimAPIs \7.

RflySimPHM\1.BasicExps"

See API.pdf and Readme.p

df for details
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API.pdf
Readme.pdf
Readme.pdf


2. Key interface introduction 

2.1 Study and use of signal label 

module

Learn the use of Goto and 

From modules through this 

routine. See 

0.ApiExps\e1_SignTAG\readme.pdf 

for detailed operation and 

experimental results
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0.ApiExps/e1_SignTAG/readme.pdf


2. Key interface introduction

2.2 Learning and using fault 

parameters and module 

encapsulation parameter reference

Learn to read the required fault 

parameters from the workspace by 

creating the encapsulation 

parameters.

See 

0.ApiExps\e2_FaultParamStruct\r

eadme.pdf for details and 

experimental results
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0.ApiExps/e2_FaultParamStruct/readme.pdf
0.ApiExps/e2_FaultParamStruct/readme.pdf


2. Key interface introduction

2.3 Learning and using the fault 

injection parameter module in 

UDP mode

Learn how to send fault 

injection parameter code using 

UDP mode through this routine.

See 

0.ApiExps\e3_FaultInjectAPITe

st_mat\readme.pdf for specific 

experiment operation and effect
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0.ApiExps/e3_FaultInjectAPITest_mat/readme.pdf
0.ApiExps/e3_FaultInjectAPITest_mat/readme.pdf


2. Key interface introduction

2.4 Learning and using the fault 
injection parameter module in 
UDP mode

Learn how to use UDP mode to 
send fault injection parameter cod
e through this routine. Part of the 
experimental effect as the figure o
n the right, detailed operation and 
experimental effect see 0.ApiExps\
e4_FaultInjectAPITest_py\readme.
pdf
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0.ApiExps/e4_FaultInjectAPITest_py/readme.pdf
0.ApiExps/e4_FaultInjectAPITest_py/readme.pdf
0.ApiExps/e4_FaultInjectAPITest_py/readme.pdf


2. Key interface introduction

2.5 Learning and use of PX4 

external message sending and 

receiving module

Learn how to send external 

messages to the interface of PX4 

and receive PX4 status 

information through this routine.

See 

0.ApiExps\e5_ExtMsgSender\read

me.pdf for the specific experiment 

operation and effect
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0.ApiExps/e5_ExtMsgSender/readme.pdf
0.ApiExps/e5_ExtMsgSender/readme.pdf


2. Key interface introduction

2.6 Learning and application of 

motor fault modeling principle

Through this routine learning 

from 0 to 1 using a motor fault 

injection module learning and 

use.

See file 

0.ApiExps\e6_UseFaultLib\read

me.pdf for specific experiment 

operation
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0.ApiExps/e6_UseFaultLib/readme.pdf
0.ApiExps/e6_UseFaultLib/readme.pdf


2. Key interface introduction

2.7 Minimum template of the 

fault injection module

Learn how to generate DLL files 

by learning the use of the fault 

injection minimum template with 

this routine.

See file 

0.ApiExps\e7_NoFaultModelMin

Template\readme.pdf for specific 

experiment operation
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0.ApiExps/e7_NoFaultModelMinTemplate/readme.pdf
0.ApiExps/e7_NoFaultModelMinTemplate/readme.pdf


2. Key interface introduction

2.8 Learning and application of 

motor fault injection based on 

minimum template

Learn to use minimum template-

based motor fault injection 

through this routine.

See file 

0.ApiExps\e8_BaseMotorFault\re

adme.pdf for specific 

experimental operations
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0.ApiExps/e8_BaseMotorFault/readme.pdf
0.ApiExps/e8_BaseMotorFault/readme.pdf


2. Key interface introduction

• 2.9 Data Collection

• Data collection facilitates 

training and verification of the 

training model.

• See file 

0.ApiExps\e9_data_collect\rea

dme.pdf for specific 

experimental operation
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file:///C:/PX4PSP/RflySimAPIs/7.RflySimPHM/0.ApiExps/e9_data_collect/readme.pdf
file:///C:/PX4PSP/RflySimAPIs/7.RflySimPHM/0.ApiExps/e9_data_collect/readme.pdf


2. Key interface introduction

• 2.10 Data Processing

• Process the collected data and 

generate Excel tables.

• See file 

0.ApiExps\e10_data_process\r

eadme.pdf for specific 

experimental operation
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file:///C:/PX4PSP/RflySimAPIs/7.RflySimPHM/0.ApiExps/e10_data_process/readme.pdf
file:///C:/PX4PSP/RflySimAPIs/7.RflySimPHM/0.ApiExps/e10_data_process/readme.pdf


2. Key interface introduction

• 2.11 Model verification

• Validation of the training 

model.

• See file 

0.ApiExps\e11_moder_ver\rea

dme.pdf for specific 

experimental operation
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file:///C:/PX4PSP/RflySimAPIs/7.RflySimPHM/0.ApiExps/e11_moder_ver/readme.pdf
file:///C:/PX4PSP/RflySimAPIs/7.RflySimPHM/0.ApiExps/e11_moder_ver/readme.pdf


2. Key interface introduction

• 2.12 Fault Diagnosis

• Through the hardware and 

software in the loop, 

according to the change of the 

position of the aircraft fault 

judgment.

• See file 

0.ApiExps\e12_health_basic\r

eadme.pdf for specific 

experimental operation
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file:///C:/PX4PSP/RflySimAPIs/7.RflySimPHM/0.ApiExps/e12_health_basic/readme.pdf
file:///C:/PX4PSP/RflySimAPIs/7.RflySimPHM/0.ApiExps/e12_health_basic/readme.pdf


2. Key interface introduction

• 2.13 Neural network training 

model

• In order to verify the health 

of the model

• See file 

C:\PX4PSP\RflySimAPIs\7.Rf

lySimPHM\0.ApiExps\e13_m

odel_train\readme.pdf for 

detailed experimental 

operation
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file:///C:/PX4PSP/RflySimAPIs/7.RflySimPHM/0.ApiExps/e13_model_train/readme.pdf
file:///C:/PX4PSP/RflySimAPIs/7.RflySimPHM/0.ApiExps/e13_model_train/readme.pdf
file:///C:/PX4PSP/RflySimAPIs/7.RflySimPHM/0.ApiExps/e13_model_train/readme.pdf


2. Key interface introduction

• 2.14 Automatic test case 

generation and import

• Master the basic use and 

configuration of test cases.

• See file 

0.ApiExps\e14_DBExp\readme

.pdf for specific experiment 

operation
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file:///C:/PX4PSP/RflySimAPIs/7.RflySimPHM/0.ApiExps/e14_DBExp/readme.pdf
file:///C:/PX4PSP/RflySimAPIs/7.RflySimPHM/0.ApiExps/e14_DBExp/readme.pdf


2. Key interface introduction

• 2.15 Custom control sequence 

configuration and use

• Master the basic use and 

configuration of custom 

control sequences.

• See file 

0.ApiExps\e15_CmdExp\read

me.pdf for specific experiment 

operation
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file:///C:/PX4PSP/RflySimAPIs/7.RflySimPHM/0.ApiExps/e15_CmdExp/readme.pdf
file:///C:/PX4PSP/RflySimAPIs/7.RflySimPHM/0.ApiExps/e15_CmdExp/readme.pdf


2. Key interface introduction

• 2.16 Use of automatic log 

download

• Master automatic log download 

and configuration.

• See file 

0.ApiExps\e16_QGCLoadExp\r

eadme.pdf for specific 

experiment operation

26

file:///C:/PX4PSP/RflySimAPIs/7.RflySimPHM/0.ApiExps/e16_QGCLoadExp/readme.pdf
file:///C:/PX4PSP/RflySimAPIs/7.RflySimPHM/0.ApiExps/e16_QGCLoadExp/readme.pdf


2. Key interface introduction

• 2.17 Preparation and use of 

custom control sequence with 

vision

• Master the formulation and 

use of visual custom control 

sequences.

• See file 

0.ApiExps\e17_VisCmdExp\re

adme.pdf for specific 

experiment operation
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file:///C:/PX4PSP/RflySimAPIs/7.RflySimPHM/0.ApiExps/e17_VisCmdExp/readme.pdf
file:///C:/PX4PSP/RflySimAPIs/7.RflySimPHM/0.ApiExps/e17_VisCmdExp/readme.pdf
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3. Basic experiment case

3.1 Maximum template of fault 
injection module

This experiment did not produce 
any fault effect, just a maximum te
mplate without any fault that can be 
replaced by any fault injection mod
ule. The difference between the mini
mum template and the maximum te
mplate is that the minimum templat
e has no external fault injection inte
rface, and the maximum template h
as an external fault injection interfa
ce.

See file 1.BasicExps\e1_NoFault
ModelMaxTemplate\readme.pdf for 
details
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1.BasicExps/e1_NoFaultModelMaxTemplate/readme.pdf
1.BasicExps/e1_NoFaultModelMaxTemplate/readme.pdf


3. Basic experiment case

3.2 Principle of GPS module fault 
injection based on maximum 
template

The fault modeling of GPS modu
le is carried out based on the maxim
um template. The fault modeling mo
del is exported as DLL file, and then 
the DLL file is loaded through Copt
erSim. Finally, the fault code is injec
ted through udp mode for fault inje
ction simulation.

See file 1.BasicExps\e2_GPSFaul
t\Readme.pdf for specific experimen
tal operation

30

1.BasicExps/e2_GPSFault/Readme.pdf
1.BasicExps/e2_GPSFault/Readme.pdf


3. Basic experimental cases

3.3 Principle of motor module fault 
injection based on maximum 
template

The motor module fault modelin
g is carried out based on the maxim
um template, and the fault modeling 
model is exported as DLL file, and t
hen the DLL file is loaded through 
CopterSim. Finally, the fault code is 
injected through udp mode for fault 
injection simulation.

See file 1.BasicExps\e3_MotorFa
ult\Readme.pdf for specific experim
ental operation
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1.BasicExps/e3_MotorFault/Readme.pdf
1.BasicExps/e3_MotorFault/Readme.pdf


3. Basic experiment case

3.4 Principle of sensor module fault 
injection based on maximum 
template

For the fault modeling of the sen
sor module of the maximum templat
e, the fault modeling model is export
ed as a DLL file, and then the DLL f
ile is loaded through CopterSim. Fin
ally, the fault code is injected throug
h udp mode (python/ matlab form) f
or fault injection simulation.

See file 1.BasicExps\e4_SensorF
ault\Readme.pdf for specific experi
mental operation

32

1.BasicExps/e4_SensorFault/Readme.pdf
1.BasicExps/e4_SensorFault/Readme.pdf


3. Basic experiment case

3.5 Principle of fault injection of 
ambient air module based on 
maximum template

Modeling the fault of the environ
mental wind module of the maximum 
template, exporting the fault modelin
g model as a DLL file, loading the DL
L file through CopterSim, and finally 
injecting fault code through udp mod
e (python/ matlab form) for fault inje
ction simulation. Specific experiment
al operation see file 1.BasicExps\e5_
WindFault\Readme.pdf
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1.BasicExps/e5_WindFault/Readme.pdf
1.BasicExps/e5_WindFault/Readme.pdf


3. Basic experiment case

3.6 Principle of fault injection of 
load module based on maximum 
template

The fault model of the load mod
ule of the maximum template was ex
ported as a DLL file, and the DLL fi
le was loaded through CopterSim. A
t last, the fault code was injected thr
ough udp mode (python/ matlab for
m) for fault injection simulation.

Specific experimental operation 
see file 1.BasicExps\e6_LoadFault\R
eadme.pdf

34

1.BasicExps/e6_LoadFault/Readme.pdf
1.BasicExps/e6_LoadFault/Readme.pdf


3. Basic experiment case

3.7 Principle of propeller module 
fault injection based on maximum 
template

For the propeller module fault mo
deling of the maximum template, the 
fault modeling model is exported as D
LL file, and then the DLL file is loade
d through CopterSim. Finally, the fau
lt code is injected through udp mode 
(python/ matlab form) for fault injecti
on simulation. See file 1.BasicExps\e7
_PropFault\Readme.pdf for specific e
xperimental operation
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1.BasicExps/e7_PropFault/Readme.pdf
1.BasicExps/e7_PropFault/Readme.pdf


3. Basic experiment case

3.8 Principle of battery module fault 
injection based on maximum 
template

For the fault modeling of the batte
ry module of the maximum template, 
the fault modeling model is exported 
as a DLL file, and then the DLL file is 
loaded through CopterSim. Finally, t
he fault code is injected through udp 
mode (python/ matlab form) for fault 
injection simulation.

For specific experimental operatio
n, see file 1.BasicExps\e8_BatteryFaul
t\Readme.pdf
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1.BasicExps/e8_BatteryFault/Readme.pdf
1.BasicExps/e8_BatteryFault/Readme.pdf
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4. Advanced case experiment

4.1 Principle of total fault module 
injection based on maximum 
template

For the fault modeling of the total 
fault module of the maximum templat
e, the fault modeling model is exporte
d as a DLL file, and then the DLL file 
is loaded through CopterSim, and fin
ally the fault code is injected through 
udp mode (python/ matlab form) for f
ault injection simulation.

Specific experimental operation se
e file 2.AdvExps\e1_FullFaultModelT
emplate\readme.pdf
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2.AdvExps/e1_FullFaultModelTemplate/readme.pdf
2.AdvExps/e1_FullFaultModelTemplate/readme.pdf


4. Advanced case experiment

4.2 Fault generation injection 
interface application

Based on the maximum template 
to carry out a variety of fault injecti
on, through the MATLAB APP desi
gn can be injected into the model of 
various fault parameters of the APP, 
through this method can obviously s
ee the injected fault, and the generat
ed fault injection into the software i
n the loop, to achieve the effect of fa
ult injection.

For specific experimental operat
ion, see file 2.AdvExps\e2_FailureG
enerator GUI APP\readme.pdf
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2.AdvExps/e2_FailureGenerator GUI APP/readme.pdf
2.AdvExps/e2_FailureGenerator GUI APP/readme.pdf


4. Advanced case experiment

4.3 flight control source code fault 
injection experiment

This experiment provides a 
set of scenarios through this 
experiment do not rely on 
automatically generated code for 
fault injection experiment, but 
directly modify the source code, so 
as to achieve the effect of fault 
injection.

See file 2.AdvExps\e3_PX4 
FailureGenerator\readme.pdf for 
specific experimental operations

40

2.AdvExps/e3_PX4 FailureGenerator/readme.pdf


4. Advanced case experiment

• 4.4 Automatic test platform 

Use single machine single 

instance automatic test

• Master the basic structure and 

use process of automatic test 

platform.

• See file 

2.AdvExps\e4_SingFramSingle

InsExp\readme.pdf for specific 

experimental operation
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file:///C:/PX4PSP/RflySimAPIs/7.RflySimPHM/2.AdvExps/e4_SingFramSingleInsExp/readme.pdf
file:///C:/PX4PSP/RflySimAPIs/7.RflySimPHM/2.AdvExps/e4_SingFramSingleInsExp/readme.pdf


4. Advanced case experiment

• 4.5 Automatic test platform uses 
single-machine multi-instance 
automated testing

• Master the basic structure and 
use flow of single-machine 
multi-instance automated 
testing on automatic test 
platform.

• See file 
2.AdvExps\e5_SingFrameMultiI
nsExp\readme.pdf for specific 
experiment operation
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file:///C:/PX4PSP/RflySimAPIs/7.RflySimPHM/2.AdvExps/e5_SingFrameMultiInsExp/readme.pdf
file:///C:/PX4PSP/RflySimAPIs/7.RflySimPHM/2.AdvExps/e5_SingFrameMultiInsExp/readme.pdf


4. Advanced case experiment

• 4.6 Automatic test platform Use 
multi-model single-instance 
automated test

• Master the basic structure and 
application process of multi-
model single-instance automated 
testing on automatic test 
platform.

• See file 
2.AdvExps\e6_MultiFrameSingl
eInsExp\readme.pdf for specific 
experiment operation
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file:///C:/PX4PSP/RflySimAPIs/7.RflySimPHM/2.AdvExps/e6_MultiFrameSingleInsExp/readme.pdf
file:///C:/PX4PSP/RflySimAPIs/7.RflySimPHM/2.AdvExps/e6_MultiFrameSingleInsExp/readme.pdf


4. Advanced case experiment

• 4.7 Automatic test platform uses 
multi-model and multi-instance 
automated testing

• Master the basic structure and 
application process of multi-
model and multi-instance 
automated testing of automatic 
test platform.

• See file 
2.AdvExps\e7_MultiFrameMult
iInsExp\readme.pdf for specific 
experiment operation

44

file:///C:/PX4PSP/RflySimAPIs/7.RflySimPHM/2.AdvExps/e7_MultiFrameMultiInsExp/readme.pdf
file:///C:/PX4PSP/RflySimAPIs/7.RflySimPHM/2.AdvExps/e7_MultiFrameMultiInsExp/readme.pdf


4. Advanced case experiment

• 4.8 Security assessment

• Master the basic structure and 

application process of the 

security assessment algorithm.

• See file 

2.AdvExps\e8_SafetyAssExp\rea

dme.pdf for specific 

experimental operation
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file:///C:/PX4PSP/RflySimAPIs/7.RflySimPHM/2.AdvExps/e8_SafetyAssExp/readme.pdf
file:///C:/PX4PSP/RflySimAPIs/7.RflySimPHM/2.AdvExps/e8_SafetyAssExp/readme.pdf


4. Advanced case experiment

• 4.9 Automated test track 

tracking

• Master the basic structure and 

use process of track tracking.

• See file 

2.AdvExps\e9_SetpointCtrlExp\

readme.pdf for specific 

experiment operation

46

file:///C:/PX4PSP/RflySimAPIs/7.RflySimPHM/2.AdvExps/e9_SetpointCtrlExp/readme.pdf
file:///C:/PX4PSP/RflySimAPIs/7.RflySimPHM/2.AdvExps/e9_SetpointCtrlExp/readme.pdf
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5 Extended Case 

5.1 Motor failure safety evaluation 
experiment

Carry out pwm output fault mod
eling for the motor, export the fault 
modeling model as DLL file, and the
n load the DLL file through CopterS
im, and finally inject fault code thro
ugh udp mode (python/ matlab for
m) for security testing, and record t
he test results.

See 3.CustExps\e1_HealthProjPl
atform\readme.pdf for details of the 
experimental process

48

3.CustExps/e1_HealthProjPlatform/readme.pdf
3.CustExps/e1_HealthProjPlatform/readme.pdf


5. Extended Case 

• 5.2 Drone fault diagnosis based 
on digital twin and deep 
learning

• This experiment aims to 
explore the application of 
digital twin technology and 
deep learning method in UAV 
fault diagnosis

• See 
3.CustExps\e2_DigitalTwinExp
\readme.pdf for details of the 
experiment process

49

file:///C:/PX4PSP/RflySimAPIs/7.RflySimPHM/3.CustExps/e2_DigitalTwinExp/readme.pdf
file:///C:/PX4PSP/RflySimAPIs/7.RflySimPHM/3.CustExps/e2_DigitalTwinExp/readme.pdf


5. Extension case

• 5.3 Health Platform

• Health assessment is conducted 

through data collection.

• See 

3.CustExps\e3_health_ass_0\rea

dme.pdf for details of the 

experimental procedure

50

file:///C:/PX4PSP/RflySimAPIs/7.RflySimPHM/3.CustExps/e3_health_ass_0/readme.pdf
file:///C:/PX4PSP/RflySimAPIs/7.RflySimPHM/3.CustExps/e3_health_ass_0/readme.pdf
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52

6 Summary

• This lecture mainly explains the fault injection model of UAV system, which is divided into three parts: basic 

experiment, advanced experiment and extended case, which can realize the model fault injection and flight 

control source code injection tutorial.

If in doubt, please go to https://doc.rflysim.com/ for more information.

RflySim for more tutorials Scan code for consultation 
and communication

Feisi RflySim technical exchange group

https://doc.rflysim.com/
https://space.bilibili.com/3493283546269949?spm_id_from=333.1007.0.0
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Thank you!
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