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Abstract: Developing  intelligent  unmanned  swarm  systems
(IUSSs) is a highly intricate process. Although current simulators
and toolchains have made a notable contribution to the develop-
ment  of  algorithms for  IUSSs,  they  tend  to  concentrate  on  iso-
lated technical  elements and are deficient  in addressing the full
spectrum  of  critical  technologies  and  development  needs  in  a
systematic  and  integrative  manner.  Furthermore,  the  current
suite  of  tools  has  not  adequately  addressed  the  challenge  of
bridging the gap between simulation and real-world deployment
of  algorithms.  Therefore,  a  comprehensive  solution  must  be
developed that  encompasses the entire  IUSS development  life-
cycle.  In  this  study,  we  present  the  RflySim  ToolChain,  which
has been developed with the specific aim of facilitating the rapid
development  and  validation  of  IUSSs.  The  RflySim  ToolChain
employs  a  model-based  design  (MBD)  approach,  integrating  a
modeling  and  simulation  module,  a  lower  reliable  control  mo-
dule, and an upper swarm decision-making module. This compre-
hensive  integration  encompasses  the  entire  process,  from  mo-
deling  and  simulation  to  testing  and  deployment,  thereby
enabling users to rapidly construct and validate IUSSs. The prin-
cipal advantages of the RflySim ToolChain are as follows: it pro-
vides a comprehensive solution that  meets the full-stack devel-
opment  needs  of  IUSSs;  the  highly  modular  architecture  and
comprehensive  software  development  kit  (SDK)  facilitate  the
automation  of  the  entire  IUSS  development  process.  Further-
more,  the  high-fidelity  model  design  and  reliable  architecture
solution  ensure  a  seamless  transition  from  simulation  to  real-
world  deployment,  which  is  known  as  the  simulation  to  reality
(Sim2Real)  process.  This  paper  presents  a  series  of  case  stu-
dies that illustrate the effectiveness of  the RflySim ToolChain in
supporting the research and application of IUSSs.
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1. Introduction
1.1    Background

Intelligent unmanned swarm systems (IUSSs) represent a
sophisticated  technological  integration  that  combines
unmanned  platforms,  such  as  unmanned  vehicles  and
robots,  with  artificial  intelligence  to  create  intelligent
swarms capable of autonomous or semi-autonomous task
execution  [1].  These  systems  are  being  deployed  with
increasing frequency in a variety of applications,  includ-
ing  military  reconnaissance,  logistics  delivery,  environ-
mental  monitoring,  and  emergency  rescue  operations
[2,3].  The  IUSS is  not  only  capable  of  performing  tasks
independently but also emphasizes collaborative coopera-
tion  among  multiple  agents,  allowing  them  to  adapt  to
diverse  and  complex  environments.  The  unmanned  sys-
tems  integrated  roadmap  [4],  as  published  by  the  U.S.
Department  of  Defense,  explicitly  reveals  four  major
development themes for future unmanned systems: inter-
operability,  autonomy,  cybersecurity,  and  human-
machine  collaboration.  By  integrating  technologies  in
intelligent  perception,  decision-making,  control,  and
communication,  IUSSs  exhibit  high  levels  of  autonomy,
cooperativity,  and  parallelism.  They  are  capable  of  exe-
cuting  tasks  that  are  dirty,  dull,  and  dangerous,  thereby
reducing  human  involvement  and  enhancing  operational
efficiency and safety [5,6].
Despite  the  significant  potential  of  IUSSs,  their  deve-

lopment and testing present substantial challenges. Tradi-
tional  experimental  methods  are  limited  by  safety  con-
cerns, high costs, and spatial constraints [7], making them
insufficient  for  the  demands  of  large-scale  swarm  sys-
tems [8]. Although simulation methods offer some assis-
tance [9],  they remain inadequate  for  developing precise
models,  simulating  intricate  environmental  interactions,
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and effectively integrating them with real-world applica-
tions. As application scenarios become increasingly com-
plex and diverse, the requirements for unmanned systems
have expanded beyond single-system operations. There is
now  a  critical  need  for  highly  coordinated,  intelligent
decision-making,  and  autonomously  adaptive  swarm
operations in complex environments. This shift increases
the  difficulty  of  system  design  and  implementation,
underscoring  the  necessity  for  advanced,  integrated
approaches to IUSS development and testing.
Therefore, to accelerate the realization of a comprehen-

sive system architecture and general technological frame-
work for IUSSs, spanning the entire process from simula-
tion  to  experimentation,  and  to  shorten  the  cycle  from
laboratory research to practical application, it is crucial to
achieve  a  high  degree  of  automation  and  intelligence  in
the development of IUSSs. 

1.2    Related work and motivation

The development  and  testing  methods  for  IUSSs  mainly
encompass  traditional  flight  testing  and  simulation  plat-
form testing. Traditional flight testing, performed in real-
world  environments,  provides  the  most  accurate  data
feedback  [10].  However,  it  faces  significant  challenges
due to the high integration of components, complex sen-
sor  types,  and  large  numbers  of  unmanned  units.  These
challenges  include  high  costs,  complicated  airspace
approvals,  and  considerable  testing  risks.  Consequently,
simulation  platform  testing  has  become  the  preferred
approach. It enables researchers to comprehensively vali-
date  algorithms  and  system  design  in  a  virtual  environ-
ment,  reducing  costs  and  risks  while  accelerating  the
development process [11]. 

1.2.1    Progress

In the field of IUSSs, a variety of development and test-
ing  platforms  are  available,  ranging  from  basic  physical
simulations  to  complex  swarm behavior  simulations  [8].
Classic  platforms  such  as  Gazebo  [12],  AirSim  [13],
FlightGoggles [14], and Flightmare [15] are widely used
by  researchers.  More  recently  developed  platforms  like
FastSim  [16],  RotorTM  [17],  and  Aerostack2  [18]  offer
enhanced  features  and  customization  options.  A  recent
systematic review by [19] analyzed a total of 43 simula-
tors,  including  these  well-known  platforms.  The  study
categorized the simulators based on their functional focus
and applicable scenarios into seven types: universal simu-
lators,  sensor-focused,  learning-focused,  dynamics-
focused, swarming, part of flight stacks, and flight simu-
lators.  Furthermore,  the  authors  proposed ten  criteria  for

selecting  simulators:  physics  fidelity,  visual  fidelity,
autopilots,  multiple  vehicles,  heterogeneity,  sensors,
unmanned  aerial  vehicle  (UAV)  models,  simulation
speed,  application  programming  interfaces  (APIs),  and
integration [19].
It is worth noting that in the development of IUSSs, the

aforementioned  categories  and  criteria  are  crucial  consi-
derations.  However,  existing  platforms  often  focus  on
specific  aspects  or  a  limited  number  of  factors,  rather
than  offering  a  comprehensive  solution  that  covers  the
entire  IUSS  development  process.  Platforms  like  PyFly
[20], RotorPy [21], and the MATLAB UAV toolbox [22]
emphasize  high-precision  physical  dynamics  simulation
to  support  control  algorithm  research  and  development.
AirSim,  FlightGoggles,  and  FastSim  primarily  focus  on
providing  detailed  sensor  models  to  aid  in  the  testing  of
perception and localization algorithms.  Conversely,  plat-
forms  such  as  QuadSwarm  [23],  and  Qplane  [24]  are
designed  to  enhance  simulation  speed,  catering  to  large-
scale data-driven learning methods.
Gazebo emphasizes platform universality and supports

multiple  vehicles.  FlightGoggles  and  AirSim  excel  in
sensor  simulation  and  dynamic  modeling.  RotorTM
and  the  MATLAB  UAV  toolbox  prioritize  the  realism
of  physical  models  and  simulation  speed.  These  plat-
forms,  while  successful  in  their  targeted  areas,  often
lack  a  comprehensive  approach  to  the  entire  develop-
ment  process  of  autonomous  swarm  systems.  They
are designed with a specific focus, which limits their abi-
lity  to  handle  the  complex  and  diverse  requirements
of  IUSSs.  However,  single-focused  simulators  fall  short
of  meeting  the  full  development  and  testing  needs  of
IUSSs. The existing challenges can be summarized as fol-
lows:
(i) The focus is limited to single technological aspects,

such  as  isolated  flight  control  algorithm  design,  sensor
data  processing,  or  simple  formation  flight  simula-
tion.  There  is  a  lack  of  a  comprehensive  integrated
solution  to  efficiently  support  the  full-stack  develop-
ment process, from conceptual design to practical deploy-
ment.
(ii)  Development  efficiency  is  low due  to  the  absence

of  integrated  tools  and  a  systematic  platform  construc-
tion  framework.  Researchers  must  spend  substantial
time switching between different software and migrating
data.
(iii)  Existing  software  and  hardware  components  are

disparate, lacking unified usage standards, software inter-
faces,  and  communication  protocols.  Additionally,  rele-
vant source code is not openly accessible, resulting in sig-

1078 Journal of Systems Engineering and Electronics Vol. 36, No. 4, August 2025



nificant  difficulties  in  learning,  mastering,  and  conduct-
ing secondary development.
(iv)  The  complexity  and  scale  of  the  entire  platform

design toolchain make it time-consuming and labor-inten-
sive to build from scratch. 

1.2.2    Our previous work

In  response  to  the  development  needs  of  IUSSs,  our
objective  is  to  design  a  comprehensive  toolchain
that  fully  meets  the  criteria.  The  RflySim  platform  was
initiated  by  the  reliable  flight  control  group  (Rfly)  in
2016, with the term “RflySim” first  coined formally and
its  basic  version  developed  in  [25].  Our  efforts  have
focused  on  platform  design,  credibility  assessment,  air-
craft  design  methodology,  and planning and control  the-
ory.
(i) In terms of platform design, we have developed the

RflySim [26]  platform.  This  platform employs  a  unified
modeling  framework  tailored  for  various  aircraft  types,
adhering to IUSS standards for multiple vehicles, sensors,
and UAV models. Addressing scalability, we have imple-
mented  a  field  programmable  gate  array  (FPGA)-
based  hardware-in-the-loop  (HIL)  testing  method  to
accommodate  different  autopilot  and  sensor  products,
thereby  fulfilling  IUSS  standards  for  autopilots  and  het-
erogeneity.  This  approach  ensures  a  highly  modular  and
adaptable simulation environment crucial for IUSS deve-
lopment.
(ii)  In  terms  of  simulation  credibility,  we  propose

an  HIL-based  assessment  method  [27].  This  method
rigorously  evaluates  software  and  hardware  integrity
across  time-domain  and  frequency-domain  perspec-
tives,  aligning  with  IUSS  fidelity  standards.  It  ensures
the fidelity of physical models, sensor accuracy, and air-
craft  simulation,  enabling  seamless  integration  of  the
entire  swarm  system  from  simulation  to  real-world
deployment.
(iii)  In  terms of  aircraft  design methodology,  we have

conducted  extensive  experiments  [28].  These  experi-
ments  encompass  propulsion system design,  motion mo-
deling,  sensor  calibration,  state  estimation,  and  filtering.
They  provide  a  robust  theoretical  and  practical  basis  for
IUSS  development,  ensuring  efficiency  and  precision
throughout  each  phase.  By  adhering  to  standardized
experimental setups and procedures, we facilitate a seam-
less  Sim2Real  transition  plan,  enhancing  the  practical
viability and reliability of the system in real-world appli-
cations.
(iv) In terms of planning and control theory, we have a

theory  rooted  in  the  concept  of  virtual  tubes  [29–31].  In

this  theory,  virtual  tubes  are  designed  in  a  high-dimen-
sional  space  that  can  effectively  limit  the  planning  and
control  common  in  complex  environments  to  a  simpli-
fied  and  secure  virtual  pipeline  environment.  By  adopt-
ing  this  approach,  we  succeed  in  diminishing  computa-
tional  complexity  while  markedly  bolstering  the  safety,
coordination, and efficiency of task execution for IUSSs.
Furthermore,  this  framework  bestows  significant  opti-
mization  and  support  for  swarm  decision-making  pro-
cesses. 

1.2.3    Motivation

In  light  of  our  previous  research,  we  have  identified  a
crucial need for a platform that integrates a range of func-
tionalities  to  provide  comprehensive  support  for  IUSS
development across the simulation, algorithm design, and
practical  deployment  phases.  The  platform  must  ensure
seamless  efficiency  throughout  the  entire  development
lifecycle,  while also enabling rapid adaptation to diverse
development  needs.  The RflySim ToolChain is  a  pivotal
solution  designed  precisely  for  these  demands.  It
embraces  a  comprehensive,  automated,  and  Sim2Real
design approach, offering holistic technical support span-
ning  from  simulation  environments  to  real-world  imple-
mentation.  This  approach notably enhances development
efficiency  and  system  integration,  thereby  streamlining
IUSS deployment with enhanced reliability and effective-
ness.  This  paper  will  focus  on  addressing  the  following
two challenges.
(i)  How to  construct  an  integrated  full-stack toolchain

platform that covers the entire lifecycle of IUSS develop-
ment,  considering  system  modeling,  reliable  lower  con-
trol,  upper  swarm  decision-making,  and  other  problem
requirements? The goal is to integrate development tools
and  resources,  create  an  easily  accessible  and  modular
integrated  platform,  and  accelerate  the  entire  process
from design to deployment.
(ii) How to simplify systems, unify standards and inter-

face  protocols,  and  provide  user-friendly  and  intuitive
user  experiences,  particularly  for  non-expert  developers
or beginners? The goal is to allow users to focus on spe-
cific  modules  of  interest  without  requiring  expertise  in
specialized  knowledge,  thereby  simplifying  the  learning
curve,  accelerating  technology  sharing  and  secondary
development,  and  enhancing  the  platform’s  versatility
and adaptability. 

1.3    Contributions

In  order  to  address  the  challenges  and  shortcomings
inherent  in  the  rapid  development  and  validation  of
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IUSSs,  this  paper  introduces  the  RflySim  ToolChain.  It
has  been  developed  with  the  specific  objective  of  meet-
ing  the  demands  of  developing  unmanned  platform con-
trol systems, coordinating large-scale swarms, advancing
artificial  intelligence  vision,  and  other  leading-edge
research  areas.  The  ToolChain  is  capable  of  supporting
multiple phases of the development process, including the
modeling  of  individual  unmanned  vehicles,  the  design
and  validation  of  control  algorithms,  and  the  collabora-
tion  and  decision-making  processes  within  swarm  sys-
tems.  The  overarching  objective  is  to  develop  an  inte-
grated design toolset that encompasses modeling, simula-
tion,  testing,  and  deployment.  The  RflySim  ToolChain
embraces  a  model-based  design  (MBD)  philosophy  and
integrates  established  autopilot  systems  such  as
Pixhawk/PX4,  robust  algorithm design,  simulation tools,
and the robot operating system (ROS). It prioritizes com-
patibility  with  intelligent  hardware,  facilitating  seamless
transitions  from  simulation  to  HIL  environments  and
eventually to real-world testing. This integrated approach
ensures  a  smooth  Sim2Real  connection,  significantly
expediting  the  progression  of  unmanned  swarm  systems
from  conceptualization  to  practical  implementation.
Through  the  RflySim  ToolChain,  researchers  and  deve-
lopers  gain  access  to  a  comprehensive  and  efficient
development environment covering modeling, simulation,
algorithm  design,  and  deployment.  This  toolchain  effec-
tively bridges the gap between simulation and real-world
deployment, enabling rapid prototyping, rigorous testing,
and validation of IUSSs. Ultimately, it  supports the evo-
lution  of  IUSSs  from  theoretical  concepts  to  impactful
real-world applications.
RflySim ToolChain’s  application-level  advantages  are

summarized as follows:
(i) Highly modular comprehensive solution: By adopt-

ing  advanced  architectural  design  principles  to  seam-
lessly  integrate  three  essential  modules:  modeling  and
simulation, lower reliable control, and upper swarm deci-
sion-making.  This  modular  approach  facilitates  stream-
lined management across the entire lifecycle, from initial
model  creation  and  simulation  verification  to  real-time
testing  and  ultimate  deployment.  By  enhancing  system
verifiability  and flexibility,  this  modular  design supports
the  comprehensive  development  and  operational  adapt-
ability of IUSSs.
(ii)  Plug-and-play  automated  closed-loop  testing:  The

RflySim  ToolChain  features  an  intuitive  graphical  inter-
face and streamlined interactive design, allowing users to
initiate  simulations  effortlessly  with  a  single  click.
This  user-friendly  approach  simplifies  tasks  like

environment setup, model initialization, and sensor simu-
lation  through  straightforward  configurations,  achieving
seamless  “plug-and-play”  functionality.  Within  its
closed-loop  testing  environment,  the  ToolChain  facili-
tates  convenient  and  efficient  system testing  and  valida-
tion,  thereby  automating  the  entire  development  process
for IUSSs.
(iii)  Seamless  Sim2Real  transition:  The  RflySim

ToolChain facilitates a smooth transition from simulation
to  real-world  deployment  by  employing  high-fidelity
model  design,  a  standardized  and  scalable  system archi-
tecture, and performance verification at each phase. This
integration  guarantees  the  dependable  and  rapid  deploy-
ment of unmanned systems from simulated environments
to real-world applications,  thereby greatly improving the
efficiency of IUSS development.
(iv)  Open  interfaces  and  community  support:  The

RflySim ToolChain  provides  a  range  of  application  pro-
gramming  interface  (API)  interfaces  and  software  deve-
lopment  kit  (SDK)  toolkits,  enabling  users  to  customize
functional  modules  and  integrate  third-party  software  as
needed. This capability enhances the platform’s function-
ality  and expands  its  application  possibilities.  Moreover,
we  have  established  a  developer  community  to  foster
knowledge  and  technology  exchange,  thereby  advancing
the development of IUSS technologies. 

1.4    Organization

The  structure  of  this  paper  is  outlined  as  follows:
Section  2  provides  an  overview  of  RflySim  ToolChain.
Section  3  details  the  implementation  approaches  of  the
key modules. Section 4 presents case studies demonstrat-
ing the ToolChain’s capabilities. Section 5 concludes this
paper. 

2. Overview of RflySim ToolChain
This  section  offers  a  comprehensive  description  of  the
RflySim  ToolChain,  encompassing  its  simulation  plat-
form architecture,  key modules,  and the typical develop-
ment workflow. 

2.1    Simulation platform architecture

As  shown  in  Fig.  1,  the  platform  diagram  of  RflySim
ToolChain consists of several key modules, including the
lower  controller,  motion  simulation  model,  three-dimen-
sional (3D) simulation model, and upper swarm decision-
making  controller.  Together,  these  form  a  closed-loop
simulation and development system compatible with soft-
ware-in-the-loop (SIL) and HIL simulations.
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Fig. 1    Platform architecture of RflySim ToolChain

 
(i)  Motion  simulation  model:  This  module  focuses  on

developing  a  high-precision  six-degree-of-freedom  kine-
matic and dynamic vehicle model for unmanned systems.
The model is then transformed into C/C++ code through
automated code generation and compiled into a dynamic-
link library (DLL). This DLL model is imported into the
CopterSim simulation software to enable real-time simu-
lation. CopterSim receives motor control signals from the
“lower  controller”  and  inputs  them  into  the  DLL  model
interface, driving the model in real time at a frequency of
1 000  Hz.  It  provides  the  “lower  controller”  with  feed-
back from simulated sensor data that emulates real-world
sensor readings. Simultaneously, the simulation state data
is transmitted to the “3D simulation model” for visualiza-
tion.
(ii)  3D  simulation  model:  This  module  supports  the

RflySim3D  engine  based  on  UE4  and  the  RflySimUE5
engine based on UE5. It  handles visual display, physical
collision detection, network communication performance
testing,  loading  global  large-scale  satellite  imagery,  and
generating visual sensor data.
(iii)  Lower  controller:  This  module  supports  integra-

tion  with  open-source  autopilot  systems  and  allows
users  to  customize  controller  designs.  Leveraging  the

automatic  code  generation  capabilities,  it  deploys
controllers directly onto hardware. Through USB connec-
tion and serial communication, this module closely coor-
dinates  with  the  “motion  simulation  model”,  enabling  a
real-time  exchange  of  control  signals  and  sensor  feed-
back.
(iv)  Upper  swarm  decision-making  controller:  This

module  integrates  the  visual  perception  layer,  network
simulation  layer,  and  swarm  control  layer.  It  processes
input data primarily from visual sensors in the “3D simu-
lation model” and vehicle state data from the “lower con-
troller”,  outputting  higher-level  control  commands  back
to  the  “upper  controller”.  The  visual  perception  layer
employs  visual  perception  algorithms on onboard  sensor
data to generate crucial  information such as target  local-
ization,  tracking,  self-position  estimation,  and  environ-
mental  situational  awareness.  The  network  simulation
layer  ensures  efficient  data  transmission  and  sharing
among  multiple  vehicles,  managing  dynamic  network
topologies  and  simulating  communication  interference.
The  swarm  control  layer  takes  a  global  perspective  by
considering  the  state  of  all  vehicles,  generating  control
commands  based  on  specific  mission  requirements,  and
dispatching them to the corresponding “lower controller”. 
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2.2    Key modules

The RflySim ToolChain decomposes the core functionali-
ties of the simulation platform depicted in Fig. 1, encom-
passing  the  modeling  and  simulation  module  (3D  scene
modeling,  vehicle  motion  modeling),  the  lower  reliable
control  module  (lower  control  and  filtering  estimation,
external  control  and  trajectory  planning,  safety  assess-
ment and fault diagnosis), and the upper swarm decision-
making  module  (visual  perception  and  obstacle  avoid-
ance,  communication  protocols  and  swarm  networking,
swarm control and game confrontation).
The modeling and simulation module focuses on creat-

ing realistic 3D environments and dynamics models, pro-
viding  a  solid  foundation  for  subsequent  testing.  The
lower reliable control module is responsible for ensuring
the  real-time  control  and  stability  of  UAVs.  It  handles
tasks such as trajectory planning, filtering estimation, and
safety assessments, thereby ensuring precise execution of
flight maneuvers. Meanwhile, the upper swarm decision-
making  module  coordinates  the  collaborative  efforts  of
multiple  UAVs  through  intelligent  decision-making  and
efficient  communication.  By  integrating  these  three  mo-
dules, the RflySim ToolChain supports various phases of
development—design, testing, control, and decision-mak-
ing —significantly  improving  efficiency,  stability,  and
safety.  This  architecture  establishes  a  comprehensive
chain  of  simulation  environments  that  seamlessly  con-
nects lower-level control functions with upper-level deci-
sion-making  processes.  The  detailed  description  of  each
is as follows.
(i)  Modeling  and  simulation  module:  This  module  is

responsible  for  creating  motion  models  for  unmanned
vehicles  and  virtual  environments.  It  involves  3D  scene
modeling and uses a physics engine to simulate environ-
mental  factors  such  as  wind  speed,  lighting,  structures,
and terrain,  thereby providing realistic  flight  testing sce-
narios  for  UAVs.  Additionally,  it  establishes  high-preci-
sion  six-degree-of-freedom  dynamic  models  for  various
UAV types, including rotorcraft, fixed-wing, and vertical
takeoff and landing vehicles. This foundational modeling
provides highly realistic testing environments for the sub-
sequent control and decision-making modules.
(ii)  Lower  reliable  control  module:  This  module

ensures real-time control and stability of unmanned vehi-
cles.  It  integrates  lower  control  algorithms  and  filtering
estimation  techniques.  The  control  algorithms  precisely
regulate  flight  attitude,  velocity,  and  position,  while  fil-
tering  techniques  process  sensor  data  to  enhance  com-
mand  accuracy  and  system  robustness  against  distur-
bances. Building on these foundations, the module imple-

ments external control and trajectory planning techniques,
enabling advanced path planning and control. This allows
unmanned  systems  to  navigate  autonomously,  avoid
obstacles,  and  execute  complex  tasks.  Additionally,  the
module  includes  safety  assessment  and  fault  diagnosis
functionalities.  Using HIL simulation technology,  poten-
tial system failures can be detected and addressed proac-
tively, ensuring the reliable operation of unmanned vehi-
cles.
(iii)  Upper  swarm  decision-making  module:  This  mo-

dule facilitates efficient collaboration and intelligent deci-
sion-making  among  unmanned  vehicles.  It  incorporates
visual perception technologies, advanced communication
protocols, and decision algorithms based on game theory
to  create  a  structured  decision-making  framework.  By
integrating high-precision visual sensor data and obstacle
avoidance  algorithms,  UAVs  can  autonomously  identify
and track targets while making quick evasive decisions in
complex environments, ensuring flight safety. Moreover,
the communication protocol stack enables stable and effi-
cient  information  exchange  among  UAVs,  adapting  to
changing  network  conditions.  This  reliable  communica-
tion  underpins  formation  control,  task  allocation,  and
resource management in swarm operations. The incorpo-
ration  of  game-theoretic  mechanisms  allows  the  swarm
system to adjust  strategies  automatically  using optimiza-
tion  algorithms  in  situations  with  limited  resources  and
conflicting objectives, thus maximizing overall effective-
ness. 

2.3    Typical development workflow

In  this  subsection,  we  outline  a  standardized  process  for
the  core  modules  of  the  RflySim  ToolChain  and  their
integration  into  a  typical  development  workflow,  as
shown  in  Fig.  2.  The  core  development  process  of  the
RflySim ToolChain comprises five phases:
(i)  Modeling  phase:  The  primary  objectives  of  this

phase  include  constructing  3D  scene  models  using  the
Unreal  Engine.  By  leveraging  development  tools  and
employing  techniques  such  as  mechanism  analysis  and
system identification, a high-fidelity simulation model of
unmanned vehicles  is  established.  This  phase  provides  a
real-time and reliable foundation for models and a testing
environment for subsequent phases.
(ii) Control and algorithm development phase: The pri-

mary objective of this phase is to develop the “brain” of
the IUSS by implementing essential functionalities of the
lower reliable control module and the upper swarm deci-
sion-making module. Control algorithm design and filter-
ing  estimation  techniques  are  employed  to  ensure  stable
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maneuvering  of  unmanned vehicles  in  dynamic  environ-
ments.  External  control  and  trajectory  planning  tech-
niques  establish  efficient  paths  for  the  vehicles.  Safety
assessment  and  fault  diagnosis  systems  are  integrated  to
guarantee the safety of flight missions. The upper swarm
decision-making  module  incorporates  visual  perception

and  control  algorithms  to  enable  autonomous  obstacle
avoidance  in  complex  environments.  Communication
protocols and swarm networking facilitate efficient coor-
dination  and  information  exchange  among  multiple
unmanned  vehicles,  providing  strategic  support  for
swarm operations.
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Fig. 2    Typical development process of RflySim ToolChain
 

(iii) SIL simulation phase: This phase aims to validate
the  designed control  logic  and algorithm models  in  a  si-
mulated  environment.  The  Simulink  vehicle  model  is
compiled  into  a  DLL  and  integrated  into  the  CopterSim
model simulator. The 3D scene models, created using the
unreal  engine,  are  imported  into  the  RflySim3D/UE5
engine for real-time simulation, replicating the flight sta-
tus of unmanned vehicles. Simulation data are fed back to
the  control  algorithms,  enabling  closed-loop  control.
Throughout  this  phase,  users  can  specify  input  parame-
ters  and  closely  observe  the  performance  of  the  control
and  algorithms  within  the  simulation  software.  Iterative
refinement  and  optimization  are  carried  out  to  meet  the
desired performance requirements.
(iv)  HIL  simulation  phase:  This  phase  involves  inte-

grating  and  testing  the  algorithms  validated  during  the
SIL simulation with actual  hardware.  The Simulink con-
troller  algorithm is  converted  into  code  and  uploaded  to
the autopilot system. Virtual signal lines in Simulink are
replaced with physical USB connections to simulate sen-
sor inputs and control outputs during real flight processes.
CopterSim transmits sensor data to the autopilot through
the  USB  interface.  The  autopilot  processes  the  sensor
data,  and  the  estimated  state  information  is  communi-
cated back to the controller  via  an internal  message bus.
The controller then sends pulse-width modulation (PWM)
control  commands  for  each  motor  back  to  CopterSim
through the USB, establishing a closed-loop HIL simula-

tion.  This  setup  validates  the  algorithm’s  performance
under conditions closely resembling real-world scenarios
and tests the hardware’s compatibility and reliability.
(v) Flight test phase: After successful validation in the

preceding  phases,  the  control  algorithms  are  imple-
mented on unmanned vehicles for real-world flight tests.
This  phase  serves  as  the  final  verification  of  the  entire
development  process,  aiming  to  ensure  the  efficient  and
safe operation of unmanned vehicles in practical applica-
tions.
During  the  typical  development  process,  we  utilize

credibility assessment theory [26] to measure reliability at
each stage. This theory focuses on inputting identical sig-
nals into both the HIL simulation system and the real sys-
tem to compare the resulting errors. We select input sig-
nals  from  various  aspects,  such  as  system  performance,
time-domain  response,  and  frequency-domain  response,
to  provide  a  comprehensive  view  of  system  characteris-
tics. By employing the same control system in both simu-
lation  and  experimental  settings,  we  effectively  reduce
errors  arising  from  hardware  and  software  differences,
thereby establishing a robust foundation for transitioning
to  the  next  stage.  The  theoretical  model  for  credibility
assessment is defined as follows:

η ≜ fnorm (e, ε) =
Ke ·ε√

(Ke ·ε)2+ e2
(1)

fnorm (e, ε)where    represents  a  normalized  mapping  func-
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tion that satisfies the following mapping relationship:e→ 0⇒ η→ 1
e→∞⇒ η→ 0

. (2)

η→ 0

η→ 1

Ke ∈ R+
ηpass

This  indicates  that    represents  a  situation  where
the  error  is  very  large,  indicating  significant  discrepan-
cies between the simulation results and the actual system,
resulting  in  low  model  accuracy  and  credibility.  Con-
versely, when   reflects a small error, it signifies that
the  simulation  results  closely  match  the  actual  system,
resulting  in  high  model  accuracy  and  credibility.  In  (1),

 serves as a coefficient for the unified evaluation
criteria mapping, while   represents the unified evalu-
ation standard line, typically aligned with the actual eva-
luation system. This line corresponds to a passing thresh-
old  of  60  points  within  a  percentage-based  evaluation
framework.
In  the  theoretical  model  of  credibility  assessment,  the

normalized  mapping  function  defines  the  relationship
between simulation errors and those of the actual system,
highlighting  the  model’s  accuracy  and  reliability.  When
significant  errors  occur,  the  model’s credibility  declines,
which  can  adversely  affect  individual  outcomes  and
potentially  trigger  cascading  effects  throughout  the  sys-
tem. If  errors or inaccuracies arise during the calibration
phase and are not promptly identified and corrected, they
can  result  in  flawed  input  data,  ultimately  impacting  the
system’s  dynamic  responses  and  decision-making  pro-
cesses.
Overall,  by  integrating  the  various  phases  described

above, the RflySim ToolChain enables a fully automated
progression in the development of IUSSs, creating a com-
prehensive  ecosystem  for  system  development  and  vali-
dation.  To  ensure  the  reliability  of  Sim2Real,  we  have
implemented multi-layered safety mechanisms along with
fault  detection  and  recovery  strategies.  We  have  also
enhanced accuracy through high-fidelity physical model-
ing and sensor simulation, which minimize discrepancies
between  simulated  and  real-world  environments.  Addi-
tionally,  the  simulation  engine’s  performance  has  been
optimized  to  support  real-time  simulation,  thereby  acce-
lerating  the  development  cycle.  This  hierarchical  struc-
ture, which encompasses modeling, control, and decision-
making,  enables  developers  to  perform  full-stack  deve-
lopment, testing, and validation on a single platform. As a
result,  this  approach significantly  improves  development
efficiency  and  system  reliability,  further  advancing  the
application of Sim2Real. 

2.4    Target users and learning objectives

As  illustrated  in  Table  1,  the  RflySim  ToolChain  pro-
vides  diverse  interactive  experiences  and  objectives  tai-

lored  to  users  with  varying  backgrounds.  For  academic
researchers,  the  ToolChain  facilitates  the  development
and validation of complex algorithms by offering detailed
case studies, tutorials, comprehensive documentation, and
sample code,  which help users quickly familiarize them-
selves  and  engage  in  in-depth  exploration.  For  industry
engineers, the focus is on the practical application of the
ToolChain  in  real-world  engineering  projects.  This
includes  methods  for  system  integration,  testing,  and
deployment,  supported  by  practical  guides  and  technical
assistance.
  
Table  1      Target  users  and  learning  curve  objective  of  RflySim
ToolChain

Additional support
Target
user

Learning objective

Provide introductory
tutorials, video courses,
advanced functions and
customized solutions.

Establish online forums and
user communities to

encourage communication
and mutual assistance among
users, and provide technical
support and communication.

Academic
researchers

Powerful support for complex
algorithm development and
validation, with detailed case
studies, tutorials, extensive
documentation, and sample
code to get started quickly

Industry
engineer

Highlights methods for system
integration, testing and

deployment, and provides
practical guidance, rich
interfaces and technical
support services to solve
problems encountered in

actual applications
  

3. Implementation of key modules in
RflySim ToolChain

 

3.1    Modeling and simulation module

Within the modeling and simulation module of the Rfly-
Sim  ToolChain,  there  is  a  strong  interrelationship
between  3D  scene  modeling  and  vehicle  motion  model-
ing.  The  3D  scene  modeling  involves  creating  highly
accurate  environmental  elements,  such  as  terrain,  build-
ings,  and  vegetation,  to  establish  a  realistic  operational
environment for unmanned vehicles. Conversely, vehicle
motion  modeling  integrates  the  dynamics  model,  sensor
model,  and  fault  model,  ensuring  the  simulation  accu-
rately  represents  the  vehicle’s  flight  performance  and
response behavior. 

3.1.1    3D scene modeling

The  3D  scene  modeling  framework  encompasses  the
entire  process  from  scene  modeling  to  data  integration,
network synchronization, physics simulation, and visual-
ization. Firstly, it combines blueprint modeling and XML
description with tools like UE Marketplace, Twinmotion,
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Cesium,  and  3DsMax,  enabling  the  construction  of
detailed scenes with weather effects,  user interfaces,  and
static/dynamic  obstacles.  The  use  of  3D  scanning  tech-
nology  further  enhances  the  realism  of  these  scenes.
Additionally, the framework integrates a variety of visual
and non-visual sensor data, such as red-blue-green (RGB)
images,  infrared  thermal  imaging,  point  cloud  data,  and
sound  information,  to  enhance  environmental  perception
capabilities. For network data synchronization, the frame-
work  employs  shared  memory  and  user  datagram proto-
col  (UDP)  communication  to  ensure  seamless  data
exchange.  It  also  utilizes  terrain  collision  detection  and
synchronization servers  to  maintain consistency in scene
data.  At  the  simulation  level,  motion  and  collision  mo-
dels  are  developed  using  Simulink,  supported  by  auto-
matic  code  generation  and  dynamic  library  techniques.
This  approach  facilitates  the  flexible  importation  of  mo-
dels and enables highly realistic physics simulation. 

3.1.2    Vehicle motion modeling

The  RflySim  ToolChain  employs  the  MBD approach  to
develop diverse templates for unmanned vehicles, includ-
ing  cars,  fixed-wing  aircraft,  and  vertical  takeoff  and
landing (VTOL) aircraft.  It  offers  a  unified model  struc-
ture  and  format.  As  shown in Fig.  3,  the  unified  model-
ing  framework  for  unmanned  vehicles  consists  of  three
fundamental subsystems: the airframe subsystem, the sen-
sor  subsystem,  and  the  3D  environment  subsystem.  The
airframe subsystem receives  control  commands  and pro-
duces  flight  states  as  outputs.  The  3D  environment  sub-
system  uses  the  flight  state  data  to  generate  real-time
environmental  feedback.  The  sensor  subsystem  converts
this  environmental  feedback  into  sensor  readings,  which
are then fed back to the control system to calculate subse-
quent  control  commands.  This  structured  approach
ensures  a  cohesive  and  efficient  modeling  process  for
various types of unmanned systems.
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Fig. 3    Unified modeling framework for unmanned vehicles
 
The  RflySim  ToolChain  adopts  a  comprehensive  mo-

deling  approach  that  integrates  energy  consumption,
motion, and fault models. The motion model captures the
real-time  dynamic  behavior  of  individual  components,
while  the  energy  consumption  model  emphasizes  long-
term  system  performance  and  stability.  The  fault  model
identifies  deviations  from  normal  operational  states,
caused  by  both  internal  and  external  factors.  Together,
these  models  provide  a  thorough  understanding  of  the
behavior  of  individual  drone  components  as  well  as  the
overall  system,  enhancing  both  analysis  and  decision-
making capabilities.
 

3.2    Lower reliable control module

Within the lower reliable control module of the RflySim
ToolChain,  there  are  interconnected  components:  the
lower  control  and  filtering  estimation,  external  control
and  trajectory  planning,  and  safety  assessment  and  fault
diagnosis  modules.  The  lower  control  and  filtering  esti-
mation  module  provides  real-time  and  precise  system
state data, forming the basis for effective external control
and  trajectory  planning.  The  external  control  and  trajec-
tory  planning  module  performs  complex  tasks,  utilizing
the  lower  controllers  and  relying  on  accurate  data  from
the control module for fine-tuning and optimization. The
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safety  assessment  and  fault  diagnosis  module  is  crucial
throughout  the  control  process,  continuously  monitoring
system  operations,  evaluating  and  diagnosing  potential
faults,  and  ensuring  the  overall  safety  and  reliability  of
the control system. 

3.2.1    Lower control and filtering estimation

This module follows a structured development process as
illustrated in Fig.  2,  covering the workflow from SIL si-
mulations  to  HIL  simulations  and  culminating  in  real-
world flight experiments. The process begins with devel-
opment  tools  used  to  design  a  simulation  environment
and create a comprehensive model of the unmanned vehi-
cle. Next, control algorithms are converted from Simulink
models into executable C/C++ code using automatic code
generation  techniques.  These  codes  are  deployed  onto
open-source autopilot systems like Pixhawk and tested on
an  HIL  simulation  platform  integrating  the  CopterSim
model  simulator  and  RflySim3D/UE5  engine.  Here,
the  control  algorithms  interact  with  actual  hardware
components,  including  the  flight  control  board,
receiver,  and  telemetry,  simulating  various  operational
scenarios  within  a  realistic  flight  environment.  During
actual  flight  testing,  the  control  system’s performance  is
validated  through  controlled  indoor  bench  tests,
followed by indoor and outdoor flight  tests  to  assess  the
controller’s  stability  and  reliability  under  different  flight
conditions. 

3.2.2    External control and trajectory planning

The  autopilot  system  integrates  advanced  control  and
estimation  algorithms  with  the  airframe  and  propulsion,
enabling  the  creation  of  intelligent  agents  capable  of
responsive  actions  such  as  adjusting  attitude,  velocity,
and  position  based  on  external  commands.  In  contrast,
external control involves transmitting commands to these
agents  through  interfaces,  facilitating  higher-level  func-
tionalities  like  trajectory  planning.  This  framework  sup-
ports  two  primary  control  modes:  direct  and  indirect,
catering  to  various  mission  needs  and  scenarios.  Direct
control  encompasses  real-time  control  via  remote  sys-
tems, mission planning through ground control, and com-
plex task assignments via onboard systems. Indirect con-
trol  is  prevalent  in  unmanned swarm systems,  character-
ized  by  centralized  decision-making  and  decentralized
execution. 

3.2.3    Safety assessment and fault diagnosis

The safety assessment and fault diagnosis module within
the  RflySim  ToolChain  is  designed  with  a  highly  inte-

grated  and  adaptable  framework,  structured  around  four
key steps [29]. The initial phase of the process involves a
comprehensive consideration of potential fault  scenarios,
encompassing  a  range  of  possibilities  from  propulsion
system failures  to  environmental  changes  and communi-
cation interferences. This is achieved through the utiliza-
tion  of  modeling,  simulation,  and  fault  model  design
techniques.  This  approach  guarantees  comprehensive
preparation  for  a  multitude  of  operational  challenges.
Secondly, the module integrates simulation with onboard
hardware  in  a  seamless  manner,  enabling  the  real-time
injection of faults in a simulated environment to validate
the system’s response capabilities effectively. Thirdly, an
efficient  publish-subscribe  mechanism  is  employed  to
facilitate  the  rapid  dissemination  of  fault  events  to  sub-
systems,  thereby  ensuring  prompt  responses  and  effec-
tive  management  of  fault  conditions  system-wide.
Lastly,  real-time  data  analysis  and  predictive  modeling
techniques  are  employed  to  monitor  and  analyze  any
deviations  that  may  occur  during  system  operation.  The
integrated  approach  ensures  the  stable  operation  of
unmanned  vehicles  across  diverse  and  challenging  envi-
ronments, providing users with reliable operational assur-
ance. 

3.3    Upper swarm decision-making module

The upper swarm decision-making module,  which forms
part of the RflySim ToolChain, comprises three principal
modules: visual perception and obstacle avoidance, com-
munication protocols and swarm networking, and swarm
control  and  game  confrontation.  The  visual  perception
and  obstacle  avoidance  module  employs  cameras  and
LiDAR sensors to capture and process real-time environ-
mental data in order to facilitate the generation of a repre-
sentation  of  the  surrounding  environment.  Subsequently,
this information is efficiently transmitted to other swarm
vehicles via the communication protocols and swarm net-
working module, thereby ensuring reliable data exchange.
The  swarm  control  and  game  confrontation  module
employs this shared information to optimize global deci-
sion-making  processes  and  engage  in  strategic  interac-
tions based on game theory, thereby enhancing the over-
all performance of swarm operations. 

3.3.1    Visual perception and obstacle avoidance

Fig.  4  illustrates  the  architecture  used  for  visual  percep-
tion  and  obstacle  avoidance,  incorporating  both  SIL  and
HIL simulations. This architecture comprises the follow-
ing components.
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Fig. 4    Simulation framework of visual perception and obstacle avoidance
 

(i)  Vision-based  SIL:  The  algorithms  run  directly  on
the  same  PC  environment  as  RflySim3D/UE5  and
CopterSim, communicating with the lower controller  via
the  MAVLink  protocol.  This  communication  facilitates
the  exchange  of  sensor  data,  control  commands,  and
autopilot  status  information.  Visual  sensor  data  are  effi-
ciently  processed  by  the  visual  perception  algorithm
through  inter-process  communication  (IPC)  interfaces
like  shared  memory  or  local  network  interfaces.
This  setup  enables  rapid  development  and  validation
using  Python  environments  provided  by  RflySim
ToolChain.
(ii)  Vision-based  HIL:  RflySim3D/UE5  facilitates  the

transmission of compressed visual images to the onboard
computer via local area network communication methods,
including UDP and Redis. Upon reception, the visual data
is  transformed into  ROS image messages.  Subsequently,
the  onboard  visual  perception  program subscribes  to  the
aforementioned  messages,  thereby  enabling  the  perfor-
mance  of  algorithmic  processing.  Subsequently,  the  pro-
cessed  visual  perception  information  is  disseminated  to
other  programs  via  the  utilization  of  specific  protocols.
The  resulting  control  commands  are  relayed  back  to  the
lower  controller,  thereby  enabling  the  operation  of
CopterSim and the execution of specific tasks. This con-
figuration establishes a closed-loop control feedback sys-
tem. 

3.3.2    Communication protocols and swarm networking

RflySim  ToolChain  employs  a  hybrid  simulation  frame-
work for the simulation of swarm networks.  This frame-

work  precludes  direct  communication  between  simula-
tion  or  physical  nodes,  necessitating  that  all  data  trans-
mission traverse a network simulator as an intermediary.
This approach guarantees the control and precision of the
communication  process.  Each  simulation  or  physical
node transmits data to the corresponding node within the
network  simulator,  which  then  relays  this  data  to  the
internal  simulation  network.  The  network  simulator
assesses  the  viability  of  communication  between  nodes
based on internal protocols, simulating the data transmis-
sion process as it would occur in a real network environ-
ment. The efficacy of communication is contingent upon
a  number  of  factors,  including  the  presence  of  physical
obstructions,  the  potential  for  electromagnetic  interfer-
ence,  the  distance  between  nodes,  the  employed  routing
protocols, and the communication bandwidth. This simu-
lation  mechanism  enables  the  RflySim  ToolChain  to
accurately  replicate  communication  challenges  in  com-
plex  environments.  It  is  particularly  well-suited  for  the
testing  of  communication  within  swarm  scenarios,  and
can  be  adapted  for  a  variety  of  unmanned  systems  and
application scenarios. 

3.3.3    Swarm control and game confrontation

RflySim ToolChain utilizes internal shared memory com-
munication  and  optimized  network  data  transmission
mechanisms to enable control and interaction within large-
scale unmanned systems simulation environments. Fig. 5
illustrates  how  RflySim  ToolChain’s  swarm  control  and
game confrontation capabilities support efficient collabo-
ration  and  competition  among  multi-agent  systems
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through  advanced  communication  methods  and  stream-
lined  data  processing  techniques.  It  allows  for  running
multiple S/HIL simulations on each computer and facili-
tates  simulations  of  expansive  scenarios  involving  thou-
sands  of  vehicles.  In  practice,  the  system  integrates
CopterSim  and  RflySim3D/UE5  to  simulate  unmanned
vehicles  and  complex  environmental  interactions  accu-
rately.  The  consistency  between  simulation  and  actual
hardware responses is maintained by integrating onboard
controllers  into  the  simulation  process.  Efficient  data

exchange  between onboard  computers  for  visual  percep-
tion  processing  and  the  simulation  computer,  coupled
with mechanisms for data aggregation, compression, and
request-based communication, ensures seamless and real-
time  data  flow  in  large-scale  simulations.  The  swarm
command  computer  acts  as  the  central  unit  responsible
for  data  aggregation,  overall  control,  and  mission  plan-
ning.  It  provides  feedback  and  instructions  to  individual
simulation units,  thereby facilitating collaborative opera-
tions among unmanned vehicles.
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Fig. 5    Implementation mechanism of swarm control and game confrontation
 
 

4. Applications of RflySim ToolChain
This  section  offers  a  detailed  exploration  of  specific
instances  and  application  scenarios  involving  RflySim
ToolChain,  with the objective of highlighting its  distinc-
tive advantages and potential applications within the field
of  unmanned vehicle  simulation and development.  For  a
comprehensive  understanding  of  RflySim  ToolChain’s
capabilities and to view video demonstrations of its appli-
cation cases, see [32].
To meet a diverse range of hardware requirements, we

provide an extensive set  of  software and hardware inter-
face options.  This includes support  for standard commu-

nication  protocols  like  MavLink  and  ROS,  along  with
compatibility  with  various  operating  systems  such  as
Windows  and  Linux.  The  toolchain  features  a  modular
architecture that enables users to choose and integrate the
modules that best fit their needs, while also allowing third-
party developers to contribute new plugins or features. It
is  essential  to  note  that  the  RflySim ToolChain platform
is  designed  for  high-fidelity  simulations  of  large  and
complex  unmanned  systems  and  supports  the  develop-
ment of visual and artificial intelligence (AI) algorithms.
Consequently, this platform has specific system configu-
ration requirements, which are outlined in Table 2.
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4.1    Multi-modal multi-scale 3D scenes

Fig.  6  illustrates  the  diverse  3D  scenario  applications
developed  using  RflySim  ToolChain,  which  integrates
several  key  functional  modules.  These  include  simula-
tion  of  network  communication  reachability,  visual  sen-
sors, infrared thermal scenes for electro-optical payloads,
virtual reality (VR), and laser point cloud sensors. Impor-
tantly,  its  capability  to  import  arbitrary  scenes  allows
users  to  adapt  it  flexibly  to  various  simulation  needs.
With these features, RflySim ToolChain supports a wide
range of applications such as urban environment simula-
tion, disaster response exercises, and other complex envi-
ronments,  fulfilling  the  collaborative  simulation  require-
ments of large-scale unmanned swarms. For detailed case
studies, see [33].
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Fig. 6    3D scene modeling cases of RflySim ToolChain 

4.2    Multi-source heterogeneous unmanned
vehicle modeling

RflySim  ToolChain  refines  its  unified  modeling  frame-
work, illustrated in Fig. 3, by organizing it into a series of
digital  unit  modules  within  a  comprehensive  model
library.  This  library  not  only  simulates  individual
unmanned  vehicles  accurately  but  also  encompasses  the
entire  ecosystem.  Fig.  7  showcases  this  approach  effec-
tively,  featuring models of tail-sitter VTOL drones,  heli-
copters, tiltrotor aircraft, and unmanned ground vehicles.
These  models  are  grounded in  precise  mathematical  for-
mulations,  ensuring  an  accurate  portrayal  of  their
dynamic behaviors. In essence, RflySim ToolChain expe-
dites the iterative process from initial  design concepts to
practical testing through its modular and scalable model-
ing  approach.  This  advancement  significantly  enhances
research  capabilities  in  unmanned  swarm  cooperative
systems.  For  in-depth  case  studies  demonstrating  the
capabilities of RflySim ToolChain, please refer to [34].
  

(a) Tail-sitter VTOL UAV

(c) Tiltrotor UAV

(e) Helicopter

(b) VTOL UAV

(d) Fixed-wing UAV

(f) Unmanned submarine

Fig.  7      Multi-configuration  unmanned  vehicle  case  of  RflySim
ToolChain
  

4.3    Swarm trajectory planning and control

RflySim ToolChain integrates a diverse library of control
algorithms  and  a  flexible  framework  for  control  strate-
gies,  supporting  interfaces  for  ground  stations,  remote
controllers, and customized algorithmic logic. It also pro-
vides comprehensive data analysis tools to quantitatively
assess  swarm  performance  metrics  such  as  flight  effi-
ciency  and  path  accuracy.  Users  can  configure  complex
flight  paths  and  mission  commands  via  the  ground  sta-
tion, facilitating macroscopic coordination of the swarm.
Moreover, RflySim ToolChain supports customized algo-
rithmic  control,  enabling  swarms  to  dynamically  adjust

 

Table 2    Recommended computer configuration items

Item Minimum recommended specification

Operating system Windows 10×64 (version 1 809 or higher)

CPU
Intel the 8th generation Core i7 processor or higher,

or equivalent AMD processor

Graphics card
NVIDIA GTX 2 060 or higher, or equivalent

AMD graphics card

Memory 16 GB RAM or higher, DDR3 1 600 MHz or higher

Storage
At least 40 GB free space on the installation

drive (SSD recommended)

Monitor
Resolution of at least 1 080 P (1 920×1 080) or

higher (dual monitors recommended)

Interface
At least one USB Type A port
(expandable via adapters)
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flight trajectories in response to environmental changes or
mission requirements. This capability enhances function-
alities like intelligent obstacle avoidance and target track-
ing. These robust control interfaces and strategies signifi-
cantly  increase  the  autonomy  and  cooperative  opera-
tional  efficiency  of  unmanned  swarms  in  intricate  envi-
ronments.  For  detailed  case  studies  illustrating  these
capabilities, see [35]. 

4.4    Multiple fault type simulation

RflySim ToolChain features a robust fault simulation mo-
dule  that  encompasses  scenarios  such  as  propulsion  unit
failures,  sensor  anomalies,  communication  interruptions,
and  logical  errors  in  decision-making  units.  This  module
aids  researchers  in  understanding  how  individual  faults
impact overall unmanned system performance and assesses
system stability and resilience against  concurrent  multiple
faults.  Additionally,  RflySim  ToolChain  integrates  an
automated  testing  and  data  collection  module  that  effi-
ciently  executes  numerous  fault  simulation  tests.  It  auto-
mates the recording and analysis of ground truth data and
internal  state estimation from the autopilot  during simula-
tions.  This  comparative  analysis  mechanism  forms  the
basis  for  scientifically  assessing  unmanned system safety,
allowing  developers  to  pinpoint  fault  patterns  and  diag-
nose  failure  causes  accurately.  Moreover,  RflySim
ToolChain accumulates  a  substantial  dataset  of  fault  data,
supporting  the  training  of  AI  models  for  fault  prediction.
This capability enhances the platform’s capacity to predict
and  preemptively  address  potential  system  failures.
For  detailed  demonstrations  illustrating  these  capabilities,
see [36]. 

4.5    Vision-based HIL algorithm verification

The  platform  integrates  real-time  3D  scene  rendering
techniques, ensuring visual algorithms remain responsive
when processing dynamic data within realistic simulation
scenarios.  This  real-time  capability  contrasts  with  tradi-
tional  offline  testing methods or  static  datasets,  enabling
algorithm  validation  in  dynamically  configured  virtual
environments without  the need for  extensive map prepa-
ration. By eliminating the requirement for pre-built global
map  data,  RflySim  ToolChain  saves  considerable  time
and resources typically spent on map creation. It serves as
a  robust  platform  for  optimizing  algorithm  performance
and enhancing the autonomous exploration and real-time
decision-making  capabilities  of  unmanned  systems  in
complex  and  dynamic  environments.  For  in-depth
demonstrations illustrating these capabilities, see [37]. 

4.6    Swarm networking communication
delay simulation

The  platform  integrates  real-time  3D  scene  rendering

techniques, ensuring visual algorithms remain responsive
when processing dynamic data within realistic simulation
scenarios.  This  real-time  capability  contrasts  with  tradi-
tional  offline  testing methods or  static  datasets,  enabling
algorithm  validation  in  dynamically  configured  virtual
environments without  the need for  extensive map prepa-
ration. By eliminating the requirement for pre-built global
map  data,  RflySim  ToolChain  saves  considerable  time
and resources typically spent on map creation. It serves as
a  robust  platform  for  optimizing  algorithm  performance
and enhancing the autonomous exploration and real-time
decision-making  capabilities  of  unmanned  systems  in
complex  and  dynamic  environments.  For  in-depth
demonstrations illustrating these capabilities, see [37]. 

4.7    Unmanned system collaborative control and
decision making

Fig. 8 depicts a scenario illustrating the cooperative con-
trol of UAV swarms, showing their agility and precision
in maintaining formations within complex environments.
It highlights their efficient collaboration in executing mis-
sions  like  target  search  and  strike  through  coordinated
multi-vehicle  operations.  RflySim  ToolChain  also
emphasizes  the  collaborative  capabilities  among  hetero-
geneous  unmanned  vehicles,  enabling  seamless  integra-
tion  and  cooperative  operations  within  a  unified  com-
mand  and  control  framework.  This  cross-platform colla-
boration  enhances  mission  diversity  and  flexibility,  sup-
porting  complex  tasks  such  as  supply  transportation,
search  and  rescue  missions,  and  post-disaster  environ-
mental  monitoring.  RflySim  ToolChain’s  advanced  fea-
tures in coordination and decision-making for unmanned
systems  drive  its  application  in  military  reconnaissance,
disaster  response,  and  extend  opportunities  for  civilian
and  commercial  use.  For  a  detailed  exploration  of  these
capabilities, refer to the case studies available at [38].
  

(a) UAV swarm formation

(c) UAV coordinated aerial

refueling

(b) Formation coordinated

operations

(d) Large-scale swarm

collaboration

Fig. 8    Unmanned system collaborative control and decision-mak-
ing case of RflySim ToolChain 
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4.8    Rapid deployment and verification of Sim2Real

Fig.  9  presents  the  framework  for  rapidly  transitioning
from simulation to real-world implementation. In the HIL
phase, we prioritize deploying the autopilot hardware and
onboard  computers,  along  with  the  corresponding  frame
model. Algorithms are developed and refined using a real-
time simulator and rendering engine. This stage is crucial
for  ensuring  seamless  integration  between  hardware  and
software,  allowing  us  to  test  algorithm  performance
within  the  simulation  environment  and  swiftly  identify
and resolve potential issues. As the system progresses to
the real experimental phase, the validated autopilot hard-
ware  and  onboard  computers  are  directly  installed  onto
the  frame.  This  approach  eliminates  the  need  for  addi-
tional  fine-tuning  and  hardware  adjustments,  greatly
improving deployment efficiency. Additionally, by cross-
validating  with  experimental  data  from  the  simulation
phase,  we  can  effectively  evaluate  the  discrepancies
between actual performance in real-world conditions and
the simulation outcomes.  This process provides essential
data for further optimization.  Through this rapid deploy-
ment  and  validation  strategy,  we  can  quickly  transform
simulations  into  practical  applications  in  real-world  set-
tings.
  

Simulation computer

UAV motion model

simulator

True
value
status

Real-time 3D
environment

simulator

Motor

control

Sensing

data

Image

data

Autopilot system

Flight control

hardware in the loop

simulation system

Estimated

state

Visual

control

Onboard computer

Visual perception

and control

procedure

(a) Hardware in the loop simulation of autopilot, communication

link, and onboard computer

Autopilot system

Autopilot software

system

Motor

control

Estimated

state

Visual

control

Onboard computer

Rack/power/camera
Image

data

Visual perception

and control

procedure

(b) Real machine experiment of rack, autopilot, communication

link, and onboard computer

Fig. 9    Rapid deployment architecture solution of Sim2Real 

4.9    Performance testing and development cases

As  shown  in Table  3,  this  section  presents  performance
tests  on  key  functionalities  of  the  RflySim  ToolChain
across various scenarios. These include assessing compu-
tational resource and memory usage during swarm forma-
tion  tasks,  simulating  network  signal  delays  for  multiple
drones,  analyzing  root  mean  square  errors  (RMSE)  in
position  control  and  trajectory  tracking,  and  evaluating
simulation  accuracy  under  fault  conditions.  However,
these tests  only offer  a glimpse of the toolchain’s exten-
sive  capabilities.  RflySim  ToolChain  goes  beyond  these
specific  scenarios,  providing  a  comprehensive  develop-
ment  environment  that  covers  the  entire  lifecycle—from
3D  scene  modeling  and  low-level  control  with  filtering
and estimation, to high-level swarm decision-making and
adversarial  strategies  based  on  game  theory.  With  over
100 test cases and functional interfaces, the toolchain sig-
nificantly  broadens  the  range  of  applications  and  offers
the flexibility needed for in-depth development and vali-
dation at various levels.
 
 

Table 3    Performance test results in different scenarios

Mission scenario Indicator Value

Formation mission for a
swarm of 100 UAVs

CPU usage/% 10

Memory usage/GB 1.2

Simulation of a network of four
UAVs with signal attenuation

based on terrain

Average packet
loss rate/% 27.6

Average delay
rate/ms 96.4

Validation of drone
stationary flight

accuracy (tracking error)
RMSE 8e−3±2e−3

Quality of data from an inertial
measurement unit (error
compared to ground truth)

RMSE 2e−2±5e−3

Safety test for a fault where a
motor stops running

Simulation credibility/% 64.02

  

5. Conclusion and future work
This paper introduces RflySim ToolChain, a modular and
standardized development toolkit  designed for IUSSs.  In
addressing  the  common  challenges  inherent  to  IUSS
development  and  application  transformation,  RflySim
ToolChain offers cross-platform compatibility and modu-
larization. The toolkit integrates three core modules—the
modeling and simulation module, the lower reliable con-
trol  module,  and  the  upper  swarm  decision-making  mo-
dule—to support the entire lifecycle, from design to vali-
dation,  thereby  enhancing  the  efficiency  of  unmanned
system  development.  A  series  of  application  cases
demonstrates  the  robust  applicability  of  RflySim
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ToolChain  in  a  variety  of  scenarios.  Additionally,  the
toolchain incorporates comprehensive tutorials and appli-
cation  templates,  accompanied  by  multiple  interfaces  to
cater  to  diverse  user  development  needs.  This  compre-
hensive  approach  aims  to  streamline  IUSS  development
processes while ensuring practical usability and effective-
ness.
While  the  RflySim ToolChain  currently  supports  full-

stack development processes within the IUSS framework,
it faces limitations in autonomous intelligent applications.
The  existing  decision-making  modules  lack  sufficient
speed  and  accuracy  in  complex,  dynamic  environments,
which can result in suboptimal choices during critical sit-
uations.  Additionally,  usability  issues  in  the  user  inter-
face hinder the effective management of complex opera-
tions,  impacting  both  development  efficiency  and  user
experience. In the future, the RflySim ToolChain plans to
expand  its  capabilities  and  enhance  its  technical  ecosys-
tem. Key development areas will include improving intel-
ligent decision-making and autonomous learning by inte-
grating  advanced  machine  learning  and  deep  learning
technologies.  This  will  enhance  the  system’s  ability  to
understand its environment and adapt accordingly. More-
over,  the  incorporation  of  augmented  reality  and  digital
twin technologies will create a more intuitive and interac-
tive  development  environment,  facilitating  more  effec-
tive simulations and testing. To optimize user experience,
the RflySim ToolChain will focus on streamlining opera-
tional  processes,  refining  interface  design,  and  making
tools  more  accessible  to  enhance  overall  efficiency.
Lastly, by fostering community support, encouraging user
feedback,  and  promoting  collaboration,  we  aim  to  drive
collective  technological  innovation  and  progress.  These
efforts  are  geared  towards  further  solidifying  RflySim
ToolChain’s pivotal role in the field of IUSSs.
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